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QUESTION 1
Refer to the exhibit.
FortiManager # diagnose fmupdate view-serverlist fds
Fortiguard Server Comm : Enabled
Server Override Mode : Strict
FDS server list
Index Address Port TimeZone Distance Source
*0 10.0.1.50 8890 -5 0 CLI
1 | 96.45.33.89 443 -5 0 FDNI
2 96.45.32.81 443 -5 0 FDNI
9 fdsl.fortinet.com 443 -5 0 DEFAULT

How will FortiManager try to get updates for antivirus and IPS?

A. From the list of configured override servers or public FDN servers

B. From the default server fds1.fortinet.com

C. From the configured override server IP address 10.0.1.50 only

D. From public FDNI server IP address with the fourth highest octet only

Correct Answer: A

QUESTION 2

View the following exhibit:
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Create New CLI Script

Script Name o | [View Sample Script]
Comments Write a comment 0/258
Type CLI Script

Run Script on Remote FortiGate Directly(via CLI)
Script Detail

config vpn tpsec phasel-interface

edit "H25 0"

set auto-discovery-sender enable

next

end

config system interface

edit "H25 0"

set vdem "root”

setip 172.16.1.1 255.25
set remote-ip 172.16.1.2
next

end

config router bgp

set as 65100

set rowter-id 172.16.1.1
config neighbor-group

Advanced Device Filters

Which two statements are true if the script is executed using theRemote FortiGate Directly (via CLI)option? (Choose
two.)

A. You must install these changes usinglinstall Wizard

B. FortiGate will auto-update the FortiManager\\'s device-level database.

C. FortiManager will create a new revision history.

D. FortiManager provides a preview of CLI commands before executing this script on a managed FortiGate.

Correct Answer: BC

QUESTION 3

View the following exhibit.
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Edit Address
Address Name

Training

Type
IP/Netmask

IPMNetwork

192.168.1.0/255.255.255.255.0
Interface

any

Static Route Configuration

OFF

Comments

0/255

Add to Groups
Click to add

Advanced Options =
Per-Device Mapping

Bl

+ Add IZT Edit W Delete

Name VDOM Details
Local-FortiGate root IPNetmask10.0.10/255.255.255.0

An administrator has created a firewall address object, Training, which is used in the Local-FortiGate policy package.

When the install operation is performed, which IP Netmask will be installed on the Local-FortiGate, for the Training
firewall address object?

A. 10.0.1.0/24
B. It will create firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values

C. 192.168.0.1/24
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D. Local-FortiGate will automatically choose an IP Network based on its network interface settings.

Correct Answer: A

QUESTION 4

View the following exhibit.
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Starting Log (Run the device)

Start iastalling

Local-FortiGate S config user device
Local-FortiGate (devicz) $ edit “mydevice”
new entry ‘mydevice’ added

Local-FortiGate (mydevice) § next
MAC zddress can not 2e 0

Node_check_object fzil!for mac 00:00:00:00:00:00
Attribute ‘mac’ value 00:00:00:00:00 00’ checkingfail -33
Command fail. Returncode 1

Local-FortiGate (device) $ end

Local-FortiGate $ config firewall policy
Local-FortiGate (policy) § edit 2
New entry ‘2’ added

Local-fortiGate (2} S st name “Devica_policy”
Local-FortiGate (2) 5 set uuid 64...

Local-FortiGate (2) 5 set srcintf “ports”
Local-FortiGate (2) § set dstintf “portl”
Local-FortiGate (2) 5 set srcaddr “all”

| acal-FartiGGata (?) & eat detaddr “all”
Local-FortiGate (2) S sat action accepi
Local-FortiGate (2) 5 set schedule “always”
Local-FortiGate (2) 5 set service “ALL"
Local-FortiGate (2) 5 set devices “mycdevice”
Fntry not faund in datasanres

Value parse error hefore ‘mydevice’
Command fail. Returncode -3
Local-FortiGate (2) $ s2t nat enable

Local-FortiGate (2) 5 rext
Lezal-FartiGata [peliey) % and

Which statement is true regarding this failed installation log?
A. Policy ID 2 is installed without a source address
B. Policy ID 2 will not be installed

C. Policy ID 2 is installed in disabled state
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D. Policy ID 2 is installed without a source device

Correct Answer: B

QUESTION 5

An administrator would like to review, approve, or reject all the firewall policy changes made by the junior administrators.
How should the Workspace mode be configured on FortiManager?

A. Set to workflow and use the ADOM locking feature
B. Set to read/write and use the policy locking feature
C. Set to normal and use the policy locking feature
D. Set to disable and use the policy locking feature
Correct Answer: A

Reference:https://help.fortinet.com/fmgr/50hlp/52/5-2-0/FMG_520_Online_Help/200_What\\'s-New.03.03.html

QUESTION 6

Which of the following statements are true regarding reverting to previous revision version from the revision history?
(Choose two.)

A. To push these changes to a managed device, it required an install operation to the managed FortiGate.

B. Reverting to a previous revision history will generate a new versionIDand remove all other history versions.
C. Reverting to a previous revision history will tag the device settings status asAuto-Update.

D. It will modify device-level database

Correct Answer: AD

QUESTION 7
In addition to the default ADOMs, an administrator has created a new ADOM named Training for FortiGate devices. The
administrator authorized the FortiGate device on FortiManager using the Fortinet Security Fabric. Given the

administrator\\'s actions, which statement correctly describes the expected result?

A. The FortiManager administrator must add the authorized device to the Training ADOM using the Add Device wizard
only.

B. The authorized FortiGate will be automatically added to the Training ADOM.
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C. The authorized FortiGate will appear in the root ADOM.
D. The authorized FortiGate can be added to the Training ADOM using FortiGate Fabric Connectors.

Correct Answer: C

QUESTION 8

Refer to the exhibit.

Device Config Status
B Connection Up (2) @ Modified (2)
# Local-Fort?Gate
# Remote-FortiGate
2 2
»
>
4 Edit | |65 Deet ] Import Conhguration ||_-J nstall ~ C"'I | More ~
[0 Device Name Config Status IP Address [Policy Package Status Provisioning Templates Firmware Temp{
- 4+ Local-FortiGate A Modifed 10200.1.1 + Local-FortiGate_root A B defauit f -
O | 4#Remote-FortiGate A Modified 10.200.3.1 & Never installed v [ default | |ﬂ Quick Install (Device DB) ]
& Install Wizard

You ate using the Quick install option to install configuration changes on the managed FortiGate
Which two statements correctly describe the result? (Choose two)
A. Itinstalls device-level changes on the FortiGate device without launching the Install Wizard

B. It installs all the changes in the device database first and the administrator must reinstall the changes on the
FodiGate device

C. It provides the option to preview only the policy package changes before installing them
D. It install provisioning template changes on the FortiGate device

Correct Answer: AD

QUESTION 9

An administrator has assigned a global policy package to custom ADOM. Then the administrator creates a new policy
package Fortinet in the custom ADOM. What will happen to the Fortinet policy package when it is created?

A. You need to assign the global policy package from the global ADOM
B. You need to reapply the global poky package to the ADOM
C. it automatically assigns the global policies

D. You can select the option to assign the global polices
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Correct Answer: C

QUESTION 10

An administrator has assigned a global policy package to custom ADOML1. Then the administrator creates a new policy
package,Fortinet, in the custom ADOML1. Which statement about the global policy package assignment to the newly-
created policy packageFortinetis true?

A. When a new policy package is created, it automatically assigns the global policies to the new package.

B. When a new policy package is created, you need to assign the global policy package from the global ADOM.

C. When a new policy package is created, you need to reapply the global policy package to the ADOM.

D. When a new policy package is created, you can select the option to assign the global policies to the new package.

Correct Answer: A

Global Policy Package is applied at the ADOM level and you have the option to choose which ADOM policy packages
you want to exclude (there is no option to choose Policy Packages to include).

QUESTION 11

In the event that one of the secondary FortiManager devices fails, which action must be performed to return the
FortiManager HA manual mode to a working state?

A. The FortiManager HA state transition is transparent to administrators and does not require any reconfiguration.

B. Manually promote one of the working secondary devices to the primary role, and reboot the old primary device to
remove the peer IP of the failed device.

C. Reconfigure the primary device to remove the peer IP of the failed device.
D. Reboot the failed device to remove its IP from the primary device.

Correct Answer: C

QUESTION 12

An administrator would like to create an SD-WAN default static route for a newly created SD-WAN using the
FortiManager GUI. Both portl and port2 are part of the SD-WAN member interfaces. Which interface must the
administrator select in the static route device drop-down list?

A. port2

B. virtual-wan-link

C. portl
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D. auto-discovery

Correct Answer: B

QUESTION 13

In the event that the primary FortiManager fails, which of the following actions must be performed to return the
FortiManager HA to a working state?

A. Secondary device with highest priority will automatically be promoted to the primary role, and manually reconfigure all
other secondary devices to point to the new primary device

B. Reboot one of the secondary devices to promote it automatically to the primary role, and reconfigure all other
secondary devices to point to the new primary device.

C. Manually promote one of the secondary devices to the primary role, and reconfigure all other secondary devices to
point to the new primary device.

D. FortiManager HA state transition is transparent to administrators and does not require any reconfiguration.

Correct Answer: C

FortiManager_6.4_Study_Guide-Online page 346 FortiManager HA doesn\\'t support IP takeover where an HA state
transition is transparent to administrators. If a failure of the primary occurs, the administrator must take corrective action
to resolve the problem that may include invoking the state transition. If the primary device fails, the administrator must
do the following in order to return the FortiManager HA to a working state:

1.

Manually reconfigure one of the secondary devices to become the primary device

2.

Reconfigure all other secondary devices to point to the new primary device

QUESTION 14

An administrator has enabledService Accesson FortiManager.

What is the purpose ofService Accesson the FortiManager interface?

A. Allows FortiManager to download IPS packages

B. Allows FortiManager to respond to request for FortiGuard services from FortiGate devices
C. Allows FortiManager to run real-time debugs on the managed devices

D. Allows FortiManager to automatically configure a default route

Correct Answer: B

FortiManager 6.2 Study guide page 350
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QUESTION 15

Refer to the exhibit.

Create New ADOM
Name Training
Type FortiGate | B 60 s6 54
Comments
Devices + Select Device
A Name IP Address Platform
Click to select devices for this ADOM.
Mode ®Normal () Backup

Which two statements about an ADOM set inNormalmode on FortiManager are true? (Choose two.)

A. It supports the FortiManager script feature

B. It allows making configuration changes for managed devices on FortiManager panes

C. FortiManager automatically installs the configuration difference in revisions on the managed FortiGate
D. You cannot assign the same ADOM to multiple administrators

Correct Answer: AB

"FortiGate units in the ADOM will query their own configuration every 5 seconds. If there has been a configuration
change, the FortiGate unit will send a diff revision on the change to the FortiManager using the FGFM protocol."
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