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QUESTION 1

A healthcare organization wants to provide a web application that allows individuals to digitally report health
emergencies. 

Which of the following is the most important consideration during development? 

A. Scalability 

B. Availability 

C. Cost 

D. Ease of deployment 

Correct Answer: B 

Availability is the ability of a system or service to be accessible and usable when needed. For a web application that
allows individuals to digitally report health emergencies, availability is the most important consideration during
development, because any downtime or delay could have serious consequences for the health and safety of the users.
The web application should be designed to handle high traffic, prevent denial-of- service attacks, and have backup and
recovery plans in case of failures2. 

References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 2, page 41. 

 

QUESTION 2

Which of the following methods to secure credit card data is best to use when a requirement is to see only the last four
numbers on a credit card? 

A. Encryption 

B. Hashing 

C. Masking 

D. Tokenization 

Correct Answer: C 

Masking is a method to secure credit card data that involves replacing some or all of the digits with symbols, such as
asterisks, dashes, or Xs, while leaving some of the original digits visible. Masking is best to use when a requirement is
to see only the last four numbers on a credit card, as it can prevent unauthorized access to the full card number, while
still allowing identification and verification of the cardholder. Masking does not alter the original data, unlike encryption,
hashing, or tokenization, which use algorithms to transform the data into different formats. 

References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 2: Compliance and Operational
Security, page 721. CompTIA Security+ Certification Kit: Exam SY0-701, 7th Edition, Chapter 2: Compliance and
Operational Security, page 722. 

 

QUESTION 3
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A company purchased cyber insurance to address items listed on the risk register. Which of the following strategies
does this represent? 

A. Accept 

B. Transfer 

C. Mitigate 

D. Avoid 

Correct Answer: B 

Cyber insurance is a type of insurance that covers the financial losses and liabilities that result from cyberattacks, such
as data breaches, ransomware, denial-of- service, phishing, or malware. Cyber insurance can help a company recover 

from the costs of restoring data, repairing systems, paying ransoms, compensating customers, or facing legal actions.
Cyber insurance is one of the possible strategies that a company can use to address the items listed on the risk register.
A 

risk register is a document that records the identified risks, their probability, impact, and mitigation strategies for a
project or an organization. The four common risk mitigation strategies are: 

Accept: The company acknowledges the risk and decides to accept the consequences without taking any action to
reduce or eliminate the risk. This strategy is usually chosen when the risk is low or the cost of mitigation is too high.
Transfer: 

The company transfers the risk to a third party, such as an insurance company, a vendor, or a partner. This strategy is
usually chosen when the risk is high or the company lacks the resources or expertise to handle the risk. Mitigate: The 

company implements controls or measures to reduce the likelihood or impact of the risk. This strategy is usually chosen
when the risk is moderate or the cost of mitigation is reasonable. 

Avoid: The company eliminates the risk by changing the scope, plan, or design of the project or the organization. This
strategy is usually chosen when the risk is unacceptable or the cost of mitigation is too high. By purchasing cyber 

insurance, the company is transferring the risk to the insurance company, which will cover the financial losses and
liabilities in case of a cyberattack. Therefore, the correct answer is B. Transfer. 

References: CompTIA Security+ Study Guide (SY0-701), Chapter 8: Governance, Risk, and Compliance, page 377.
Professor Messer\\'s CompTIA SY0-701 Security+ Training Course, Section 8.1: Risk Management, video: Risk
Mitigation 

Strategies (5:37). 

 

QUESTION 4

A systems administrator is changing the password policy within an enterprise environment and wants this update
implemented on all systems as quickly as possible. Which of the following operating system security measures will the
administrator most likely use? 

A. Deploying PowerShell scripts 

B. Pushing GPO update 
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C. Enabling PAP 

D. Updating EDR profiles 

Correct Answer: B 

A group policy object (GPO) is a mechanism for applying configuration settings to computers and users in an Active
Directory domain. By pushing a GPO update, the systems administrator can quickly and uniformly enforce the new
password 

policy across all systems in the domain. Deploying PowerShell scripts, enabling PAP, and updating EDR profiles are not
the most efficient or effective ways to change the password policy within an enterprise environment. References: 

CompTIA Security+ Study Guide: 

Exam SY0-701, 9th Edition, page 115; Password Policy - Windows Security 

 

QUESTION 5

Which of the following has been implemented when a host-based firewall on a legacy Linux system allows connections
from only specific internal IP addresses? 

A. Compensating control 

B. Network segmentation 

C. Transfer of risk 

D. SNMP traps 

Correct Answer: A 

A compensating control is a security measure that is implemented to mitigate the risk of a vulnerability or a weakness
that cannot be resolved by the primary control. A compensating control does not prevent or eliminate the vulnerability or
weakness, but it can reduce the likelihood or impact of an attack. A host-based firewall on a legacy Linux system that
allows connections from only specific internal IP addresses is an example of a compensating control, as it can limit the
exposure of the system to potential threats from external or unauthorized sources. A host-based firewall is a software
application that monitors and filters the incoming and outgoing network traffic on a single host, based on a set of rules or
policies. A legacy Linux system is an older version of the Linux operating system that may not be compatible with the
latest security updates or patches, and may have known vulnerabilities or weaknesses that could be exploited by
attackers. 

References: Security Controls -SY0-601 CompTIA Security+ : 5.1, Security Controls -CompTIA Security+ SY0-501 -5.7,
CompTIA Security+ Study Guide with over 500 Practice Test Questions: Exam SY0-701, 9th Edition, Chapter 5, page 

240. CompTIA Security+ (SY0-701) Certification Exam Objectives, Domain 5.1, page 18. 
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