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QUESTION 1

A security team is reviewing the findings in a report that was delivered after a third party performed a penetration test.
One of the findings indicated that a web application form field is vulnerable to cross-site scripting. Which of the following
application security techniques should the security analyst recommend the developer implement to prevent this
vulnerability? 

A. Secure cookies 

B. Version control 

C. Input validation 

D. Code signing 

Correct Answer: C 

Input validation is a technique that checks the user input for any malicious or unexpected data before processing it by
the web application. Input validation can prevent cross-site scripting (XSS) attacks, which exploit the vulnerability of a
web application to execute malicious scripts in the browser of a victim. XSS attacks can compromise the confidentiality,
integrity, and availability of the web application and its users. Input validation can be implemented on both the client-side
and the server-side, but server-side validation is more reliable and secure. Input validation can use various methods,
such as whitelisting, blacklisting, filtering, escaping, encoding, and sanitizing the input data. 

References: CompTIA Security+ Study Guide with over 500 Practice Test Questions: Exam SY0-701, 9th Edition,
Chapter 2, page 70. CompTIA Security+ (SY0-701) Certification Exam Objectives, Domain 3.2, page 11. Application
Security SY0-601 CompTIA Security+ : 3.2 

 

QUESTION 2

Which of the following provides the details about the terms of a test with a third-party penetration tester? 

A. Rules of engagement 

B. Supply chain analysis 

C. Right to audit clause 

D. Due diligence 

Correct Answer: A 

Rules of engagement are the detailed guidelines and constraints regarding the execution of information security testing,
such as penetration testing. They define the scope, objectives, methods, and boundaries of the test, as well as the
roles 

and responsibilities of the testers and the clients. Rules of engagement help to ensure that the test is conducted in a
legal, ethical, and professional manner, and that the results are accurate and reliable. Rules of engagement typically
include 

the following elements: 

The type and scope of the test, such as black box, white box, or gray box, and the target systems, networks,
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applications, or data. 

The client contact details and the communication channels for reporting issues, incidents, or emergencies during the
test. 

The testing team credentials and the authorized tools and techniques that they can use. 

The sensitive data handling and encryption requirements, such as how to store, transmit, or dispose of any data
obtained during the test. The status meeting and report schedules, formats, and recipients, as well as the confidentiality
and nondisclosure agreements for the test results. The timeline and duration of the test, and the hours of operation and
testing windows. 

The professional and ethical behavior expectations for the testers, such as avoiding unnecessary damage, disruption, or
disclosure of information. Supply chain analysis, right to audit clause, and due diligence are not related to the terms of a 

test with a third-party penetration tester. Supply chain analysis is the process of evaluating the security and risk posture
of the suppliers and partners in a business network. Right to audit clause is a provision in a contract that gives one
party 

the right to audit another party to verify their compliance with the contract terms and conditions. Due diligence is the
process of identifying and addressing the cyber risks that a potential vendor or partner brings to an organization. 

References: https://www.yeahhub.com/every-penetration-tester-you-should-know-about- this-rules-of-engagement/ 

https://bing.com/search?q=rules+of+engagement+penetration+testing 

 

QUESTION 3

An engineer needs to find a solution that creates an added layer of security by preventing unauthorized access to
internal company resources. Which of the following would be the best solution? 

A. RDP server 

B. Jump server 

C. Proxy server 

D. Hypervisor 

Correct Answer: B 

= A jump server is a server that acts as an intermediary between a user and a target system. A jump server can provide
an added layer of security by preventing unauthorized access to internal company resources. A user can connect to the
jump server using a secure protocol, such as SSH, and then access the target system from the jump server. This way,
the target system is isolated from the external network and only accessible through the jump server. A jump server can
also enforce security policies, such as authentication, authorization, logging, and auditing, on the user\\'s connection. A
jump server is also known as a bastion host or a jump box. 

References: CompTIA Security+ Certification Exam Objectives, Domain 3.3: Given a scenario, implement secure
network architecture concepts. CompTIA Security+ Study Guide (SY0-701), Chapter 3: Network Architecture and
Design, page 

101. Other Network Appliances -SY0-601 CompTIA Security+ : 3.3, Video 3:03. CompTIA Security+ Certification Exam
SY0-701 Practice Test 1, Question 2. 
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QUESTION 4

An organization\\'s internet-facing website was compromised when an attacker exploited a buffer overflow. Which of the
following should the organization deploy to best protect against similar attacks in the future? 

A. NGFW 

B. WAF 

C. TLS 

D. SD-WAN 

Correct Answer: B 

A buffer overflow is a type of software vulnerability that occurs when an application writes more data to a memory buffer
than it can hold, causing the excess data to overwrite adjacent memory locations. This can lead to unexpected behavior,
such as crashes, errors, or code execution. A buffer overflow can be exploited by an attacker to inject malicious code or
commands into the application, which can compromise the security and functionality of the system. An organization\\'s
internet-facing website was compromised when an attacker exploited a buffer overflow. To best protect against similar
attacks in the future, the organization should deploy a web application firewall (WAF). A WAF is a type of firewall that
monitors and filters the traffic between a web application and the internet. A WAF can detect and block common web
attacks, such as buffer overflows, SQL injections, cross-site scripting (XSS), and more. A WAF can also enforce security
policies and rules, such as input validation, output encoding, and encryption. A WAF can provide a layer of protection for
the web application, preventing attackers from exploiting its vulnerabilities and compromising its data. 

References: Buffer Overflows -CompTIA Security+ SY0-701 ?2.3, Web Application Firewalls -CompTIA Security+
SY0-701 ?2.4, [CompTIA Security+ Study Guide with over 500 Practice Test Questions: Exam SY0-701, 9th Edition] 

 

QUESTION 5

A systems administrator receives the following alert from a file integrity monitoring tool: 

The hash of the cmd.exe file has changed. 

The systems administrator checks the OS logs and notices that no patches were applied in the last two months. Which
of the following most likely occurred? 

A. The end user changed the file permissions. 

B. A cryptographic collision was detected. 

C. A snapshot of the file system was taken. 

D. A rootkit was deployed. 

Correct Answer: D 

A rootkit is a type of malware that modifies or replaces system files or processes to hide its presence and activity. A
rootkit can change the hash of the cmd.exe file, which is a command-line interpreter for Windows systems, to avoid
detection by antivirus or file integrity monitoring tools. A rootkit can also grant the attacker remote access and control
over the infected system, as well as perform malicious actions such as stealing data, installing backdoors, or launching
attacks on other systems. A rootkit is one of the most difficult types of malware to remove, as it can persist even after
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rebooting or reinstalling the OS. 

References: CompTIA Security+ Study Guide with over 500 Practice Test Questions: Exam SY0-701, 9th Edition,
Chapter 4, page 147. CompTIA Security+ SY0-701 Exam Objectives, Domain 1.2, page 9. 
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