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QUESTION 1

A systems administrator works for a local hospital and needs to ensure patient data is protected and secure. Which of
the following data classifications should be used to secure patient data?

A. Private
B. Critical
C. Sensitive
D. Public

Correct Answer: C

Data classification is a process of categorizing data based on its level of sensitivity, value, and impact to the
organization if compromised. Data classification helps to determine the appropriate security controls and policies to
protect the data

from unauthorized access, disclosure, or modification. Different organizations may use different data classification
schemes, but a common one is the four-tier model, which consists of the following categories: public, private, sensitive,
and

critical. Public data is data that is intended for public access and disclosure, and has no impact to the organization if
compromised. Examples of public data include marketing materials, press releases, and public web pages.

Private data is data that is intended for internal use only, and has a low to moderate impact to the organization if
compromised. Examples of private data include employee records, financial reports, and internal policies.

Sensitive data is data that is intended for authorized use only, and has a high impact to the organization if compromised.
Examples of sensitive data include personal information, health records, and intellectual property.

Critical data is data that is essential for the organization\\'s operations and survival, and has a severe impact to the
organization if compromised. Examples of critical data include encryption keys, disaster recovery plans, and system
backups.

Patient data is a type of sensitive data, as it contains personal and health information that is protected by law and ethical
standards. Patient data should be used only by authorized personnel for legitimate purposes, and should be secured

from unauthorized access, disclosure, or modification. Therefore, the systems administrator should use the sensitive
data classification to secure patient data.

References: CompTIA Security+ SY0-701 Certification Study Guide, page 90- 91; Professor Messer\\'s CompTIA
SYO0-701 Security+ Training Course, video 5.5 - Data Classifications, 0:00 - 4:30.

QUESTION 2

An organization is leveraging a VPN between its headquarters and a branch location. Which of the following is the VPN
protecting?

A. Data in use
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B. Data in transit

C. Geographic restrictions

D. Data sovereignty

Correct Answer: B

Data in transit is data that is moving from one location to another, such as over a network or through the air. Data in
transit is vulnerable to interception, modification, or theft by malicious actors. A VPN (virtual private network) is a
technology that protects data in transit by creating a secure tunnel between two endpoints and encrypting the data that

passes through it2.

References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 4, page 145.

QUESTION 3

Which of the following is used to add extra complexity before using a one-way data transformation algorithm?

A. Key stretching

B. Data masking

C. Steganography

D. Salting

Correct Answer: D

Salting is the process of adding extra random data to a password or other data before applying a one-way data
transformation algorithm, such as a hash function. Salting increases the complexity and randomness of the input data,
making it

harder for attackers to guess or crack the original data using precomputed tables or brute force methods. Salting also
helps prevent identical passwords from producing identical hash values, which could reveal the passwords to attackers

who

have access to the hashed data. Salting is commonly used to protect passwords stored in databases or transmitted over
networks.

References:
Passwords technical overview

Encryption, hashing, salting ?what\\'s the difference? Salt (cryptography)

QUESTION 4

Which of the following threat actors is the most likely to use large financial resources to attack critical systems located in
other countries?

A. Insider
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B. Unskilled attacker

C. Nation-state

D. Hacktivist

Correct Answer: C

A nation-state is a threat actor that is sponsored by a government or a political entity to conduct cyberattacks against
other countries or organizations. Nation- states have large financial resources, advanced technical skills, and strategic
objectives that may target critical systems such as military, energy, or infrastructure. Nation-states are often motivated

by espionage, sabotage, or warfarel2.

References: 1: CompTIA Security+ SY0-701 Certification Study Guide, page 542: Threat Actors -CompTIA Security+
SYO0-701 ?2.1, video by Professor Messer.

QUESTION 5

Which of the following actions could a security engineer take to ensure workstations and servers are properly monitored
for unauthorized changes and software?

A. Configure all systems to log scheduled tasks.

B. Collect and monitor all traffic exiting the network.

C. Block traffic based on known malicious signatures.

D. Install endpoint management software on all systems.

Correct Answer: D

Endpoint management software is a tool that allows security engineers to monitor and control the configuration, security,
and performance of workstations and servers from a central console. Endpoint management software can help detect
and prevent unauthorized changes and software installations, enforce policies and compliance, and provide reports and
alerts on the status of the endpoints. The other options are not as effective or comprehensive as endpoint management

software for this purpose.

References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, page 137 1
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