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QUESTION 1

Which of the following methods of protection is not available within the Protocol Security Manager for FTP protection? 

A. Session timeout 

B. Command length 

C. Allowed commands 

D. Anonymous FTP restriction 

Correct Answer: A 

 

QUESTION 2

Which of the following does not pertain to protecting the Requested Resource (URI) element? 

A. File type validation 

B. URL name validation 

C. Domain cookie validation 

D. Attack signature validation 

Correct Answer: C 

 

QUESTION 3

Which of the following methods of protection are used by the BIG-IP ASM System to mitigate buffer overflow attacks? 

A. HTTP RFC compliancy checks 

B. Length restrictions and attack signatures 

C. Length restrictions and site cookie compliancy checks 

D. Meta-character enforcement and HTTP RFC compliancy check 

Correct Answer: B 

 

QUESTION 4

A user is building a security policy using the Deployment Wizard and the Rapid Deployment application template. By
default, which settings will be applied to the security policy? (Choose 3) 

A. Data Guard will be enabled. 
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B. The enforcement mode will be set to transparent. 

C. The encoding language will be set to auto detect. 

D. Wildcard tightening will be enabled on file types and parameters. 

E. The Attack signature set applied will be Generic Detection Signatures. 

Correct Answer: ABE 

 

QUESTION 5

The following request is sent to the BIG-IP ASM System: 

GET http://www.example.local/financials/week1.xls?display=yesanduser=johnandlogon=true 

Which of the following components in this requests line represent the query string? 

A. .xls 

B. /week1.xls 

C. /financials/week1.xls 

D. display=yesanduser=johnandlogon=true 

Correct Answer: D 
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