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QUESTION 1

A security audit has determined that your web application is vulnerable to a cross-site scripting attack. Which of the
following measures are appropriate when building a security policy? (Choose 2) 

A. Cookie length must be restricted to 1024 bytes. 

B. Attack signature sets must be applied to any user input parameters. 

C. Parameter data entered for explicit objects must be checked for minimum and maximum values. 

D. Parameter data entered for flow-level parameters must allow some meta-characters but not others. 

Correct Answer: BD 

 

QUESTION 2

Which of the following statements are correct regarding positive and negative security models? (Choose 2) 

A. Positive security model allows all transactions by default. 

B. Negative security model denies all transactions by default. 

C. Negative security model allows all transactions by default and rejects only transactions that contain attacks. 

D. Positive security model denies all transactions by default and uses rules that allow only those transactions that are
considered safe and valid. 

Correct Answer: CD 

 

QUESTION 3

Which of the following methods of protection operates on server responses? 

A. Dynamic parameter protection 

B. Response code validation and response scrubbing 

C. Response code validation and HTTP method validation 

D. HTTP RFC compliancy check and meta-character enforcement 

Correct Answer: B 

 

QUESTION 4

Logging profiles are assigned to? 

A. HTTP class 
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B. Security policies 

C. Web applications 

D. Attack signatures 

Correct Answer: C 

 

QUESTION 5

A client sends a request to a virtual server http://www.foo.com configured on the BIG-IP ASM System. The virtual server
has an HTTP class profile associated with Application Security enabled, all class filters set to match all, and a pool
consisting of foo.com members. The virtual server also has a default pool associated with it. When the client sends a
request for http://www.foo.com, this traffic will be forwarded to which of the following? 

A. The fallback host 

B. The default pool 

C. The HTTP class profile pool 

D. The request will be dropped 

Correct Answer: C 
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