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QUESTION 1

Learning suggestions in the Policy Building pages allow for which of the following? (Choose 2) 

A. XML-based parameters and associated schema are automatically learned. 

B. Blocking response pages can be automatically generated from web site content. 

C. Flow level parameters are displayed when found and can be accepted into the current policy. 

D. The administrator may modify whether the BIG-IP ASM System will learn, alarm, or block detected violations. 

E. Maximum acceptable values for length violations are calculated and can be accepted into the security policy by the
administrator. 

Correct Answer: CE 

 

QUESTION 2

A security audit has determined that your web application is vulnerable to a cross-site scripting attack. Which of the
following measures are appropriate when building a security policy? (Choose 2) 

A. Cookie length must be restricted to 1024 bytes. 

B. Attack signature sets must be applied to any user input parameters. 

C. Parameter data entered for explicit objects must be checked for minimum and maximum values. 

D. Parameter data entered for flow-level parameters must allow some meta-characters but not others. 

Correct Answer: BD 

 

QUESTION 3

Which of the following methods are used by the BIG-IP ASM System to protect against SQL injections? 

A. HTTP RFC compliancy checks 

B. Meta-character enforcement and attack signatures 

C. HTTP RFC compliancy checks and length restrictions 

D. Response scrubbing, HTTP RFC compliancy checks, and meta-character enforcement 

Correct Answer: B 

 

QUESTION 4

The BIG-IP ASM System sets two types of cookies to enforce elements in the security policy. The two types are main

F50-536 PDF Dumps | F50-536 VCE Dumps | F50-536 Exam Questions                                2 / 3

https://www.pass2lead.com/f50-536.html
https://www.pass2lead.com/f50-536.html
https://www.pass2lead.com/f50-536.html


https://www.pass2lead.com/f50-536.html
2024 Latest pass2lead F50-536 PDF and VCE dumps Download

and frame cookies. What is the purpose of the frame cookie? (Choose 2) 

A. Validates domain cookies 

B. Detects session expiration 

C. Stores dynamic parameters and values 

D. Handles dynamic parameter names and flow extractions 

Correct Answer: CD 

 

QUESTION 5

Which of the following methods of protection are used by the BIG-IP ASM System to mitigate buffer overflow attacks? 

A. HTTP RFC compliancy checks 

B. Length restrictions and attack signatures 

C. Length restrictions and site cookie compliancy checks 

D. Meta-character enforcement and HTTP RFC compliancy check 

Correct Answer: B 
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